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Byzantine Machine Learning

▷ Task:
min
x∈Rn

1
n

n∑
i=1

gi(x)

▷ Algorithm:

vi ←
{
∇gi(xk) if i ∈ Hon
v†

i if i ∈ Adv

xk+1 = xk − η
1
n

n∑
i=1

vi

Why Byzantine?
→ There are |Adv | = f adversaries
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Why Byzantine?
→ There are |Adv | = f adversaries

Examples
▷ Distributed / Federated Learning
gi on fleet of devices, some are corrupted

▷ Beyond gradients: data poisoning
in supervised learning, some observations are corrupted

Planting stealthy backdoors in LLMs ⋄ Bouaziz et al ’26
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xk+1 = xk − η
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i=1

vi

Why Byzantine?
→ There are |Adv | = f adversaries

▷ Attacker’s goal: manipulate (xk)k
system breaks down, plant backdoor

▷ Defender’s goal:
▶ ideally: xk → arg min

∑
i∈Hon gi

▶ less demanding:
∑

i∈Hon∇gi(xk) = 0

▷ Everything hinges on the aggregation rule

Agg(v1, . . . , vn) = 1
n

n∑
i=1

vi

Mean allows arbitrary manipulations for f ≥ 1
adversaries.

→ Can we aggregate in a better way?
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Aggregation rules 1/2

▷ Mean One individual, one vote

Mean(V) = arg min
v∈Rd

n∑
i=1
∥v − vi∥2

! Super cheap to compute
% When f ≥ 1, can be arbitrarily manipulated

▷ Geometric Median One individual, one
unit-length vote

GeomMed(V) = arg min
v∈Rd

n∑
i=1
∥v − vi∥

! When f/n < 1/2, cannot be arbitrarily manipulated

% A continuous program, viewed as expensive

−2 0 2 4 6 8

−1

0

1

x̄

x̄Hon

GeomMed
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Aggregation rules 2/2
▷ Krum ⋄ Blanchard, El Mhamdi, Guerraoui, Steiner ’17

Krum(V) = arg min
v∈{v1,...,vn}

(
sV(v) ≜

∑
i∈N (v)

∥v−vi∥2
)

! Discrete program complexity O(n2d)
! When f/n < 1/2, cannot be arbitrarily manipulated

% High variance discards all-but-one

▷ An extension: MultiKrum

MKrumm(V) = 1
m

∑
i∈S⋆

m(V)
vi

where sV(vi) ≤ sV(vj) for all i ∈ S⋆
m(V), j ∈ S⋆m(V).

! Discrete program same complexity as Krum
! Reduced variance discards n − m ≈ f only

% No theoretical guarantees

N (v): n − f points of V closest to v

−2 0 2 4 6 8

−1

0

1

x̄

x̄Hon

GeomMed

Krum

MKrum

4 / 14



Introduction Robustness coefficient MultiKrum’s robustness Conclusion

Plan

The rest of this talk:

1. How to characterize the robustness of an estimator? improve on “cannot be arbitrary manipulated”

2. A guarantee that MultiKrum is robust?
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Outline

Introduction

Robustness coefficient

MultiKrum’s robustness
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Prior notions of robustness #1

▷ Break-down point: min. number f of adv. that can manipulate Agg(V) arbitrarily.

The largest possible breakdown point is f/n > 1/2. Above, adversaries have the majority, hopeless
⋄ Rousseeuw ’85

→ What about f/n < 1/2 and finer, non-arbitrary manipulations?
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Prior notions of robustness #2

▷ (f , κ)-robustness: for any V = (v1, . . . , vn), S ∈ Pn
n−f

∥Agg(V)− v̄S∥2 ≤ κ
1
|S|
∑
i∈S
∥vi − v̄S∥2 with v̄S = 1

|S|
∑
i∈S

vi

For any subgroup, bound the distance of aggregate to subgroup mean, up to subgroup variance.

Proposition: Gradient Descent with (f , κ)-robust Agg, smooth gi , and good step size converges
near honest critical points:

∥∇gHon(x̂T )∥2 ≤ O
(

1
T

)
+ 4κG2

with gHon = 1
n−f
∑

i∈Hon gi , G2 bound on variance of honest gradients. ⋄ Fixing by Mixing, AFGGGS, ’23

→ κ captures the neighborhood, but may be loose
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The robustness coefficient

The robustness coefficient κ⋆ of an aggregation rule Agg : (Rd)n → Rd is

κ⋆(Agg) = sup
V=(v1,...,vn)∈(Rd )n

S∈Pn
n−f

∥Agg(V)− v̄S∥2

ΣS(V) ,

{
v̄S = 1

|S|
∑

i∈S vi

ΣS(V) = 1
|S|
∑

i∈S ∥vi − v̄S∥2

Agg is robust when κ⋆(Agg) <∞. convention: 0/0 = −∞

▷ Thus for S = Hon and any V
∥Agg(V)− v̄Hon∥2 ≤ κ⋆ΣHon(V)

→ optimal control on deviation relative to honest mean, scaled by honest variance.

▷ Computing κ⋆ is tough (symmetries, variance scaling, bad properties of Agg)

→ we seek
▶ lower bounds evaluate at specific V, S
▶ upper bounds requires global arguments
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Direct bounds from literature
▷ Upper bounds

Aggregation GeomMed Krum MKrum

Upper bound 4
(

1−f/n
1−2f/n

)2
6 1−f/n

1−2f/n ∅

▷ Universal lower bound
Proposition Consider an aggregation Agg such
that κ⋆(Agg) <∞. Then, f/n < 1/2, and

κ⋆(Agg) ≥
f/n

1− 2f/n

→ What about MultiKrum?! 0 0.1 0.2 0.3 0.4 0.5
10−2

100

102

f/n

UB - Krum
UB - GeomMed
LB
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Upper bound

Theorem (BBFEM, ’26)
Assume that f/n < 1/2 and 0 < m ≤ n − f . Then,

κ⋆
m ≤

1− f/n

1− 2f/n
min

(
√

2 + 1,

√
n − 2f√m +

√
2f√m + f

m

)2

Upper bound for f/n = 10%.

MKrum’s upper bound is constant then
decreasing.

0 20 40 60 80
0

5

10

m

LB (n = 100, f = 10)
UB - MKrum

10 / 14



Introduction Robustness coefficient MultiKrum’s robustness Conclusion

Upper bound

Theorem (BBFEM, ’26)
Assume that f/n < 1/2 and 0 < m ≤ n − f . Then,

κ⋆
m ≤

1− f/n

1− 2f/n
min

(
√

2 + 1,

√
n − 2f√m +

√
2f√m + f

m

)2

GeomMed vs Krum vs MultiKrum (m = n − f )

→ MKrum’s UB always improve on Krum’s
and GeomMed’s
→ Bound gap still wide

0 0.1 0.2 0.3 0.4 0.5
10−2

100

102

f/n

UB - GeomMed
UB - Krum
LB
UB - MKrum
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Improving lower bounds

Lower Bounds are point distributions that make the aggregator’s job, distinguishing honests
from adversaries, difficult!

Lemma Krum admits the lower bound

κ⋆
1 ≥

{ 1−2/n
1−2f/n+2/n if n is even

1−1/n
1−2f/n+1/n if n is odd. 0 1

n/2 − 1 (honest)

Krum

n/2 + 1 − f (honest)
f (Byzantine)

x̄Hon

Lemma If f/n < 1/3, (n − f )-MKrum admits
the lower bound

κ⋆
n−f ≥ 4

f/n

1− 2f/n
−1 0 1

f (Byzantine)

ε
Krum

n−2f (honest) f (honest)

x̄Hon

12 / 14



Introduction Robustness coefficient MultiKrum’s robustness Conclusion

Improving lower bounds

Lower Bounds are point distributions that make the aggregator’s job, distinguishing honests
from adversaries, difficult!

Lemma Krum admits the lower bound

κ⋆
1 ≥

{ 1−2/n
1−2f/n+2/n if n is even

1−1/n
1−2f/n+1/n if n is odd. 0 1

n/2 − 1 (honest)

Krum

n/2 + 1 − f (honest)
f (Byzantine)

x̄Hon

Lemma If f/n < 1/3, (n − f )-MKrum admits
the lower bound

κ⋆
n−f ≥ 4

f/n

1− 2f/n
−1 0 1

f (Byzantine)

ε
Krum

n−2f (honest) f (honest)

x̄Hon

12 / 14



Introduction Robustness coefficient MultiKrum’s robustness Conclusion

Improving lower bounds

Lower Bounds are point distributions that make the aggregator’s job, distinguishing honests
from adversaries, difficult!

Lemma Krum admits the lower bound

κ⋆
1 ≥

{ 1−2/n
1−2f/n+2/n if n is even

1−1/n
1−2f/n+1/n if n is odd. 0 1

n/2 − 1 (honest)

Krum

n/2 + 1 − f (honest)
f (Byzantine)

x̄Hon

Lemma If f/n < 1/3, (n − f )-MKrum admits
the lower bound

κ⋆
n−f ≥ 4

f/n

1− 2f/n
−1 0 1

f (Byzantine)

ε
Krum

n−2f (honest) f (honest)

x̄Hon

12 / 14



Introduction Robustness coefficient MultiKrum’s robustness Conclusion

How to improve?

Some heuristical numerics.

What does a 1st order Evolutionary
Strategy finds?
d = 2, n = 12, m = 1 → Krum

→ We can do better fooling in 2d,
hence obtain better lower bounds...
More later!

f (n = 12)
1 2 3 4 5

ka
pp

a

0

5

10

15

20

UB

LB - f/(n − f)
LB - 4f/(n − f)
LB - Empirical
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Take-home messages
▶ aggregators are characterized by their robustness coefficient κ⋆

▶ the popular MultiKrum is robust

Perspectives
▶ tighten bounds on κ⋆ for Krum & MultiKrum

G. Bareilles∗, W. Bouaziz∗, J. Fageot∗, E.M. El Mhamdi: Byzantine Machine Learning:
MultiKrum and an optimal notion of robustness, 2026.

Thank you!

Gilles Bareilles – gbareilles.fr
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