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TLDR We introduce the optimal robustness coefficient 𝜅⋆, as 
quantitative measure of an aggregation rule’s robustness, and use 
it to prove that MultiKrum is robust.

Problem of interest
min
𝑥∈ℝ𝑛

1
𝑛
∑
𝑛

𝑖=1
g𝑖(𝑥)

in Fed. Learn., each 𝑔𝑖 is on a device

Typical algorithm:

𝑣𝑖 ←{
∇g𝑖(𝑥𝑘) if 𝑖 ∈ Hon
𝑣†𝑖 if 𝑖 ∈ Adv

𝑥𝑘+1 = 𝑥𝑘 − 𝜂 1
𝑛∑

𝑛
𝑖=1 𝑣𝑖
Agg

Byzantine setup: there are 
|Adv| = 𝑓  adversaries

Adversaries’s goal: manipulate (𝑥𝑘)
𝑘
 

e.g. system breakdown, plant backdoor

Defender’s goal:
• ideally: 𝑥𝑘 → argmin∑𝑖∈𝐻𝑜𝑛 g𝑖
• less demanding:

∑
𝑖∈ Hon

∇g𝑖(𝑥𝑘) = 0

The aggregation rule is crucial

Agg (𝑣1,…, 𝑣𝑛) =
1
𝑛
∑
𝑛

𝑖=1
𝑣𝑖

e.g. mean breaks-down at 𝑓 ≥ 1.

Krum and MultiKrum
Consider the score function 𝑠𝒱︀(𝑣) = ∑𝑖∈ 𝒩︀(𝑣)‖ 𝑣 − 𝑣𝑖 ‖

2, with 𝒩︀(𝑣) 
the 𝑛 − 𝑓  points of 𝒱︀ = (𝑣1,…, 𝑣𝑛) closest to 𝑣.

Then,
Krum(𝒱︀) = argmin

𝑣∈{𝑣1,…,𝑣𝑛}
𝑠𝒱︀(𝑣)

MKrum𝑚(𝒱︀) =
1
𝑚

∑
𝑖∈𝑆⋆𝑚(𝒱︀)

𝑣𝑖

where 𝑆⋆𝑚 collects the 𝑚 points of 𝒱︀ with smallest score 𝑠𝒱︀.
e.g. 𝑠𝒱︀(𝑣𝑖) ≤ 𝑠𝒱︀(𝑣𝑗) for all 𝑖 ∈ 𝑆⋆𝑚(𝒱︀), 𝑗 ∈ 𝑆⋆𝑚(𝒱︀)
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Prior notions of robustness
▷ Break-down point: min. number 𝑓  of adv. that can manipulate 
Agg(𝒱︀) arbitrarily. Fact: the largest breakdown point is 𝑓 𝑛⁄ > 1

2⁄  [3]. 
Above, adversaries have the majority, hopeless.

▷ (𝑓, 𝜅)-robustness [1]: for any 𝒱︀ = (𝑣1,…, 𝑣𝑛), 𝑆 ∈ 𝒫︀𝑛𝑛−𝑓 ,
‖ Agg(𝒱︀) − 𝑣𝑆 ‖2 ≤ 𝜅Σ𝑆(𝒱︀)

with 𝑣𝑆 = 1
| 𝑆 |∑𝑖∈𝑆 𝑣𝑖, Σ𝑆(𝒱︀) =

1
| 𝑆 |∑𝑖∈𝑆‖ 𝑣𝑖 − 𝑣𝑆 ‖

2.

Fact: Gradient Descent with (𝑓, 𝜅)-robust Agg with smooth 𝑔𝑖 and good 
step size converges near honest critical points:

‖ ∇gHon(𝑥𝑇 ) ‖2 ≤ 𝒪︀(
1
𝑇
) + 4𝜅𝐺2

with gHon = 1
𝑛−𝑓 ∑𝑖∈ Hon g𝑖, 𝐺

2 bound on variance of honest 
gradients.
→ 𝜅 captures the neighborhood, but may be loose.

The robustness coefficient
Definition. The robustness coefficient 𝜅⋆ of Agg : (ℝ𝑑)𝑛 → ℝ𝑑 is

𝜅⋆(Agg) = sup
𝒱︀=(𝑣1,…,𝑣𝑛)∈(ℝ𝑑)

𝑛

𝑆∈𝒫︀𝑛𝑛−𝑓

‖ Agg(𝒱︀) − 𝑣𝑆 ‖2

Σ𝑆(𝒱︀)
.

Agg is robust when 𝜅⋆(Agg) < ∞. Convention: 0/0 = −∞

▷ Thus for 𝑆 = Hon and any 𝒱︀
‖ Agg(𝒱︀) − 𝑣Hon ‖2 ≤ 𝜅⋆ΣHon(𝒱︀)

→ optimal control on deviation relative to honest mean, scaled 
by honest variance.
▷ Computing 𝜅⋆ is tough (symmetries, variance scaling, bad properties of Agg). 
We seek
• lower bounds evaluate at specific 𝒱︀, 𝑆
• upper bounds requires global arguments.
▷ [2] implies the following direct bounds:
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MultiKrum's robustness
Theorem (Upper bound). Assume 𝑓 𝑛⁄ < 1

2⁄  and 0 < 𝑚 ≤ 𝑛 − 𝑓 . 
Then,

𝜅⋆𝑚 ≤
1 − 𝑓

𝑛⁄
1 − 2𝑓 𝑛⁄

min(
√
2 + 1,

√𝑛 − 2𝑓√
𝑚

+
√2𝑓√
𝑚
+ 𝑓
𝑚
)
2

→ 𝜅⋆𝑚 has a finite upper bound, hence MKrum is robust.
Lemma (Lower bound, 𝑚 = 1). 
Assume 𝑓 𝑛⁄ < 1

2⁄ . Then,

𝜅⋆1 ≥
{

 1−2 𝑛⁄
1−2𝑓 𝑛⁄ +2 𝑛⁄

if 𝑛 even
1−1 𝑛⁄

1−2𝑓 𝑛⁄ +1 𝑛⁄
if 𝑛 odd
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Lemma (Lower bound, 𝑚 = 𝑛 − 𝑓). 
Assume 𝑓 𝑛⁄ < 1

3⁄ . Then,

𝜅⋆𝑛−𝑓 ≥ 4
𝑓
𝑛⁄

1 − 2𝑓 𝑛⁄
.
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Numerical estimation of 𝜅⋆
How tight are the lower bounds? Dots: optimized lower bounds on 𝜅⋆ (valid 
but not proved optimal).
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Krum, 𝑛 = 12
m (n = 12, f = 5)
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MultiKrum, 𝑛 = 12, 𝑓 = 5
→ Empirical optima 𝜅⋆ sit between our LB and UB; room for 
tighter bounds.
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