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TLDR We introduce the optimal robustness coefficient xk*, as
quantitative measure of an aggregation rule’'s robustness, and use
it to prove that MultiKrum is robust.

Problem of interest

The robustness coefficient
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Krum and MultiKrum

Adversaries’s goal: manipulate (z*),
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Prior notions of robustness

Definition. The robustness coefficient k* of Agg : (R4)" — R¢ is

| Agg(V) — g ||?
K*(Agg) = sup -
V=(vq,...,0, )E(RL)™ ¥s(V)
SEP n_¢

Agg IS robust when x*(Agg) < oco. Convention: 0/0 = —oo
> Thus for S = Hon and any V
| Agg(V) — Vhon I < 6" Bpgon(V)
— optimal control on deviation relative to honest mean, scaled
by honest variance.

> Computing k* Is tough (symmetries, variance scaling, bad properties of Agg).
We seek
- lower bounds cvaluate at specific 17, S

- upper bounds requires global arguments.
> [2] implies the following direct bounds:

Aggregation GeomMedian  Krum  MKrum
Upper bound 4(1—21{}1) 6127 0

I f f
Lower bound l_é?/n —1—4?& 1_4?/n

MultiKrum's robustness

> Break-down point: min. number f of adv. that can manipulate

Agg (V) arbitrarily. Fact: the largest breakdown pointis f/ > 1/, [3].

Above, adversaries have the majority, hopeless.

> (f, k)-robustness [1]: forany V = (vy,...,v,), S € P;_,,
| Agg(V) —vg |2 < “ES(V)

With g = 2 Y. v, Bs(V) = A 2ol v; — g |

Fact: Gradient Descent with (f, k)-robust Agg with smooth g, and good
step size converges near honest critical points:
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with Bfon = nL_f D o 8 G7 bound on variance of honest
gradients.

— Kk captures the neighborhood, but may be loose.

Theorem (Upper bound). Assume f/ <!/, and0<m <n— f.

Then,
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— k., has a finite upper bound, hence MKrum Is robust.

Lemma (Lower bound, m = 1).
Assume f/ < 1/, Then,
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Lemma (Lower bound, m = n — f).

f (Byzantine) ~ n—2f (honest) f (honest)

Assume f 1/ Then = — =
* > 4 /n Mfirum O >_<Hon 1
Rn—f = 2

Numerical estimation of x*

How tight are the lower bounds? Dots: optimized lower bounds on x* (valid
but not proved optimal).
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Krum, n = 12 MultiKrum,n =12, f =5

— Empirical optima * sit between our LB and UB; room for
tighter bounds.
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